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Resources:

https://www.little-feather.com
.../macos-framework/
.../starkit-app/

nttps://gitlab.com/little-feather
nttps://gitlab.com/little-feather /macos-framework.git
nttps://gitlab.com/little-feather/starkit-app.qgit

I\/Iany thanks in advance to: J Tbl

Kevin Walzer [https://www.codebykevin.com/]
o Paul Obermeier [hitps://www.tcl3d.org/bawt]
» Alexander Schoepe [https://www.sowaswie.de/tcl-tk]

» https://stackoverflow.com/questions/53777217

Mﬁ@ @@@ .com
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Words of Wisdome
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... hothing lasts forever

,1he only constant in life iIs change”

Heraclitus
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Mﬂ_}ﬂ@ @@@ .com

Quality Requirements .

* stable

« extensible

* scaleable

e usable
Start with a Desktop-Icon
not by command-line

 free of Malware
Codesigning
MacOS — Notarization

« portable T Xe) S ——
easy to install on different plattforms
Linux (shell-Script & tar-Content) "'
MS Windows (InnoSetup) MacOS
MacOS (Disk Image, .dmg) ac i "
S Windows 11
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Troublemaker
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K ...onceavyear

MacOS Sequoia

= Rollout
= Sept, 161, 2024

u FeatureS (wikipedia.org)
uname -a
Darwin
u AI MinivonManfred.home
24.5.0
1 Darwin Kernel
" ESEifEirl Version 24.5.0:

. Tue Apr 22 19:48:46 PDT 2025;
= \Window Control ch:;;:;xnu—llum.121.6~2/RELEA5E_ARM64_T8103
* |Phone Mirroring

sw_vers
ProductName: macO0S
" (ESEitEBF(EEEBF)EBF ProductVersion: 15.5
BuildVersion: 24F74
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K

MacOS

Gatekeeper

MacOS Sequoia

= Rollout

» Features (wikipedia.org)

Sept, 161, 2024

Al

Safari

Window Control
IPhone Mirroring
Gatekeeper

mac0S macOS Sequoia

bwan1011

MacOS Sequoia -- "Allow Apps from Anywhere" (or
GateKeeper) has been modified..

Does anyone know a solution on how to disable Gatekeeper on MacOS 15 Sequoia. Running Mac terminal command: "sudo
spctl --master-disable" on MacOS 14 and below would allow me to run any software without issue.

However, in the |atest release this seems to be not workina and | ** receivina this messaae:

(?MacRumors

Front Page

Roundups -~

Apple Removes Ability to Run
Unsigned Apps in macOS 15.1

Big Tech's war against "sideloading” continues.

>

Apple Removes Ability to Run
Unsigned Apps in macOS 15.1

Big Tech's war against

9

macOS Sequoia Makes It Harder to Override Gatekeeper Security

Tuesday August 6, 2024 10:29 am PDT by Juli Clover

With macOS Sequoia, Apple is making it more difficult for users to override the built-in
Gatekeeper security function to install Mac software.

With ft and Google not far behind.

Got a tip for us? Let us know @O 0Oy @ oA >

need to disable in recovery? Like

Guides

How Tos Reviews Buyer's Guide Forums

iPados 26 iPhone 17 iPhone 17 Air iPhone 17 Pro

macOS Sequoia removes the Control-
click method to bypass Gatekeeper; don’t
worry, you can still install unsigned Mac

apps

Featured Stories

launches Early Prime Day

savings on Smart

How to pin music to the top of the

Apple's macOS Sequoia update changes how you bypass the Gatekeeper security Apple Music app

feature to allow the installation of unsigned apps on your Mac

Great

for new Nint

Phone 17 Pro Max: massive

battery, same run time?

How to use your AirPods as th

: Phone camera shutter

The i
Lunduke

Before macOS Sequoia, you could

The ]
Lunduke
Journal

, choosing Open from the menu and confirming by selecting Open

again. Apple changed how this works in the fifth beta of macOS Sequoia

Nov 2, 2024

o® ¥ E e
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... unsigned Apps works on
MacOS Sonoma (MacOS 14)

... ,oput does not work on
MacOS Sequoia (MacOS 15)
anymore

di (A 1 i AD-
Contents/Resources/Scripts/lib
): tried: 'JApplicati

stelbel.it.app/Ci
libvgtcla.1.dylib' (mach-o file, b
architecture (have 'arm64’, nee|
Volumes/Preboot/Cryptexes/OS|
Pro-stelbel.it.app/Contents/Res
libvgtcl4.1.dylib' (no such file),
Pro-stelbel.it.app/C IR
libvgtcld.1.dylib' (mach-o file, bj
architecture (have 'arm64’, nee|
while executing

“load /Applications/rattleCAD-4

Contents/Resources/Scripts/lib,

The application “Finder” does
not have permission to open
“(null)".

vierg"

invoked from within
"package require vierq"

("package ifneeded vlerq 4.1" script)

(file "/Applications/rattleCAD-4.3-Pro-stelbel.it.app/C
Resources/Scripts/lib/vqtcld.1/mkcivfs.tcl” line 14)

invoked from within ”
“source icati AD-4.3-Pro-stelbel.it.app/ H
Rarap e e :
i(n: eCe 3 Datenschutz & Sicherheit 0 \
"p — !
(pr & () Eingabeiberwachung
inv
" Manfred Rosenberger A = 2
ot Apple Account R o -Darwin64” nicht
rat] o
"¢ B wian O Fokus gedffnet
S Apple konnte nicht Uberpriifen, ob
b =T i Kamera . -9.0.1-Darwin64* frei von
etzwer P .
— N Schadsoftware ist, die deinen Mac beschadigen
LG Skales Netzwer oder deine Privatsphare verletzen kann.
(5] Aligemein L3 Mikrofon
() Bedienungshitfen In den Papierkorb legen
lug) Remote Desktop
Bildschirmschoner
€3 visplays ) spracherkennung Fertig
Erscheinungsbild
) warnung vor sensiblen Inhalten Roe

Hintergrundbild
) xontrolizentrum

[@ Analyse & Verbesserungen
B schreibtisch & Dock

B seerrbildschirm
&8s

() Anmeldepasswort

) Filevault

A Benutzer:innen & Gruppen
Internetaccounts O siockierungsmodus

@ Game Center

& iCloud

B siri €D Apple-Werbung

3 wmitteilungen
Sicherheit

€ Ton

Fokus Apps erlauben von App Store & Bekannte Entwicklungsteams £

Bildschirmzeit

B Bmschimz JrattleCAD-4.3-Professional® wurde blockiert, um deinen Mac  Dennach 5ffnen

zu schiitzen.

3-Professional® frei von Scl

R

Aus

Aus

Weitere Optionen ... 7
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~@le 00 com  Current Situation e

__this approach on
ratt]liAD—4.3.22—Professiona1.app k anymore

Contents not Wor 5
| tno.piist 0“\;\)::03 Sequoid (MacOS 15)

—— MacOS
rattleCAD-4.3.22-Professional.kit
rattleCAD 4.3-MacOS.sh

vanillawish-20240307-macosx-x86 64
rattleCAD-4.3.22-Professional.app/Contents/Info.plist
—— PkgInfo
<plist version="1.0">
<dict>
— PluglIns <key>CFBundlePackageType</key> <string>APPL</string>
extend createMiter.tcl <key>CFBundleExecutable</key> <string>rattleCAD_4.3-Mac0S. sh</string>
= <key>CFBundleName</key> <string>rattleCAD-4U.3-Professional</string>
eXtend_mOCkup3 D.tcl <key>CFBund1eIdentifi?rdkew <string>com. ratjlecad .rattleCAD-Professional</string>
i <key>CFBundleVersion</key> <string>4.3.22</string>
createMiter <ke§>CFBund1eShortVersio?\/String</key> <string>l4.3</string> J
forkReplacement <key>CFBundleIconFile</key> <string>appIcon</string>
mockup3D <key>CFBundleDevelopmentRegion</key> <string>English</string>
12 <key>CFBundleDisplayName</key> <string>rattleCAD-4U.3-Professional</string>
stemBuilder <key>CFBundleGetInfoString</key> <string>rattleCAD-U.3-Professional 22 Copyright 2024 .. </string>
<key>CFBundleInfoDictionaryVersion</key> <string>6.0</string>
<key>CFBundleSignature</key> <string>unset</string>
L Resources <key>LSEnvironment</key> <dict> . . .
, <key>APP_BUNDLER</key> <string>com.rattleCAD.appBuilder 0.1</string>
applIcon.icns </dict>
<key>LSHasLocalizedDisplayName</key> <false/>
<key>LSUIElement</key> <false/>
<key>NSAppleScriptEnabled</key> <false/>
<key>NSHumanReadableCopyright</key> <string>__NSHumanReadableCopyright__</string>
<key>NSMainNibFile</key> <string>MainMenu</string>
<lkovu>NSPrincinalClacc</Lov> <ctrina>NSAnnlicati </string>
rattleCAD-4.3.22-Professional.app/Contents/Mac0S/rattleCAD_uU.3-Mac0S.sh

#!/bin/sh
cd "${0%/*}"

exec ./vanillawish-20240307-macosx-x86_64 rattleCAD-4.3.22-Professional.kit $@
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FIndings
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Findings %

Mac

otool -L .../Wish

./build/myApp.app/Contents/MacOS/Wish (architecture x86_64) :

I\/I aC OS B I n ar I eS . @executable path/../Frameworks/Tk.framework/Versions/8.6/Tk

" @executable path/../Frameworks/Tcl.framework/Versions/8.6/Tcl
. ; ; /usr/lib/libSystem.B.dylib
» Mach-O Universal / Fat Binaries /System/Library/. ..

» Container for arm64 & x86 64 Binaries
./build/myApp.app/Contents/MacOS/Wish (architecture arm64) :

@executable path/../Frameworks/Tk.framework/Versions/8.6/Tk
@executable path/../Frameworks/Tcl.framework/Versions/8.6/Tcl
/usr/lib/libSystem.B.dylib

/System/Library/. ..

MacOS Notarization - Process:

» ... does not allow Binaries with Payloads
» ... does not allow Shell-Scripts

Conclusion:

*No
« telkit
« zip-kit (e.g. vanillawish)
* shell-Script

https://www.symbolcrash.com/2019/02/26/mach-o-universal-fat-binaries/
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Solution Approach
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Borrow Approach from: TkChat 1.5.2

Mac OS5

features

_?WPWHN”!;WWrrr

[}
£

Simple group chat.

TkChat is an instant messaging application designed to present a clean
interface to jabber based group chat rooms. Written in Td/Tk, it works on
Windows, Unix and Mac OS X and can be downloaded and installed as a
complete binary package.

Learn more »

Signatures for verification

gpg signature for TkChat source

downloads source code about us

Download Now

TkChat 1.5.2 for Windows
10.9 MB, installer for Windows
Authenticode signed executable

TkChat 1.5.2 for Linux

9.8 MB, standalone executable

Note: may need to set the executable bit
after downloading

gpg-signed

TkChat 1.5.2 for Mac0S X (Intel/ B
silicon)

Apple
12 MB, Apple dmg package
Apple-codesigned and notarized application

Current tkchat 1.5.2 source

6.6 MB, source code package - run
“wish90 AppMain.tcl®

gpg-signed

gpg public key for Linux and source Q
code 2.5 KB - import public key for
verification of Linux and source code
packages

gpg signature for TkChat for Linux

Other downloads »

tkchat 1.520 released

22 Nov 2023

- UI enhancements and improved
RSS support by Emiliano Gavilan Fu
support for Tcl/Tk 9.0

Frameworks:

TkChat 1.5.2 9.

0.app

Contents

-

—— Frameworks

Tcl. framework
Tk . framework

-

—— Info

—— MacO
L

— Reso

libcrypto.3.dylib
libssl.3.dylib

.plist

S
TkChat
urces

Credits.html
Scripts

—— AppMain.tcl
—— TkChat.ico
—— bin

—— 1ib

—— main.tcl
—— tclkit.ico
L— tclkit.inf

Wish.icns
Wish.sdef
tkchat.icns

Contains any private shared libraries and frameworks used by the executable

http://tkchat.tcl-lang.org/

MacOS - Bundle Structures
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https://developer.apple.com/library/archive/documentation/CoreFoundation/Conceptual/CFBundles/BundleTypes/BundleTypes.html#//apple_ref/doc/uid/10000123i-CH101-SW1

Solution: Build Tcl/Tk - Framework &

Mac

tclbuild.sh

#!/bin/bash

macosxminver=10.9
sver=868cp

ver=8.6.8

mver=8.6

tclmver=$mver
tkmver=$mver
SRCDIR=$HOME/t/tcl${sver}
INSTLOC=$HOME/t/localB

if [[ $1 %= "" 11; then
INSTLOC=$1
fi

if [[ -d $INSTLOC 11; then
rm -rf $INSTLOC

fi

mkdir $INSTLOC

cd $SRCDIR
test -d build & rm -rf build

cd $SRCDIR
cd tcl${ver}
if [[ $? -eq 0 11; then
f=library/init.tcl
if [[ ! =f $f-orig 11; then
cp —pf $f $f-orig
P

a
cp —pf $f-orig $

make -C macosx \
PREFIX="" \
CFLAGS_OPTIMIZE="-02 -mmacosx-version-min=${macosxminver}" \
INSTALL_ROOT=$INSTLOC install

cd $SRCDIR

chmod u+w $INSTLOC/bin/tclsh${tclmver}
install_name_tool -change \
"/Library/Frameworks/Tcl.framework/Versions/${tclmver}/Tcl" \
@executable_path/ .. /Library/Frameworks/Tcl.framework/Versions/${tclmver}/Tcl \
$INSTLOC/bin/tclsh${tclmver}
fi

cd $SRCDIR

cd tk${ver}

cd $SRCDIR

find $INSTLOC -type f —print® | xargs -0 chmod u+w
exit 0

Find precompiled or compile

Tcl/Tk Frameworks for macOS
Dec 14, 2018

https://stackoverflow.com/questions/53777217
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https://stackoverflow.com/questions/53777217/find-precompiled-or-compile-tcl-tk-frameworks-for-macos

Manual
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Expected Outcome

starkit distributable App

S = myApp @ Tel/Tk
——— SCript ————m——————
--> Starkit
--- packageHomeDir -—— ‘
«-. /Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Resources/Scripts/myApp.kit/1ib/ . . l I"I'IVAPP 8-6

-— tcl-version ————

. stcl_version -> 8.6
- [info patchlevel) -> 8.6.16
--- auto_path -

««« fUsers/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Frameworks/Tcl. framework/Version
ves fUsers/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Frameworks/Tcl, framework/Version
- /Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/lib
/Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Frameworks

~/Library/Tcl

/Library/Tcl

~/Library/Frameworks

JLibrary/Frameworks

JLibrary/Frameworks/Tk. framework/Versions
fUsers/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Resources/Scripts
/Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Frameworks/Tk. framework/Versions
/Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Frameworks/Tk. framework/Versions
. /Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Library/Tcl

«ss /Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Resources/Scripts/lib

. /Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Resources/Scripts/lib/vfsl.4.3/t
... /Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Resources/Scripts/lib/vfs1.4.3
««. /Users/manfred/Development/tcltk_Framework/__demo__/myApp.app/Contents/Resources/Scripts/myApp.kit/lib

—-- BNV ———mmmmmmmeeo
++s HOME -> /Users/manfred
. INFOPATH -> /opt/homebrew/share/info:
. LANG -> de_AT.UTF-8 , \ mvAnr » A
.. XPC_SERVICE_NAME - = YAPp-8.0 ? YAPE

application.com.rattleCAD.49219475.49220495
11aa

UAMEDNACL FC11 AD s~ fantihamakhendla

report Environment require Packages - EXIT -

myApp.kit myApp.app @ myApp-8.6.dmg

https://qitlab.com/little-feather/starkit-app.qgit
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https://gitlab.com/little-feather/starkit-app.git

Process - Step by Step

| myApp.kit | myApp-8.6.dmg
i ‘; v

O

1 - Build Tcl/Tk Framework 2 - Build Application Bundle 3 - Codesigning & Notarization

Process

./install 8.6
|— A;:)plications/.. - ./myApE;:Eznts
— Library/ I — Frameworks/ 3.1 - Codesigning & Create .zip for Notarization
Frameworks/ Tcl.framework
Iil%fr‘amewozl/(/. e Tk.framework
. Tramewonr .s e . o o
e amewo | pacos/ 3.2 - Upload .zip for Notarization
— bin/ L— wish
—— include/ ”
L man/ | Resources/ 3.3 - Staple App and create .dmg
— Scripts
— bin
L— myApp.tcl
— 1ib
b— vfs1.4.3
L viergs.1
— AppMain.tcl
— Tk.icns
“— Info.plist

https://www.little-feather.com/macos-framework/howto.html 215t European Tcl/Tk Conference, July 2025



https://www.little-feather.com/macos-framework/howto.html

ocumentation

little-Feather: Tcl/Tk - Discussions, Manuals & Tutorials

Content

« TclTk-Starkit-App
« TcliTk-Framework based App-Bundles for MacOS

© 2025 - Manfred ROSENBERGER | Impre

https://www.little-feather.com

Keywords:

o Tcl/Tk (8.6 &9.0)
* MacOS

« Application Bundle
« Bundle Structure

« Easy to Install

> Update Tcl/Tk-Sources
Compile Framework

« 2 - Build Application Bundle « Gatekeeper
« 3 - Codesigning & Notarization « Payload
Codesigning and create ZIP for Notarization + CodeSigning
Upload App for Notarization « Notarization
Staple App and create Diskimage
References:
« Conclusio

« Bundle Programming_Guide
o Tcl/Tk Download

Tcl/Tk-Framework based Apps for MacOS

https:/lwww.little-feather.com/macos-framework/

https://gitlab.com/little-feather/macos-framework.qgit

IMacOS users, not only with a lower IT-background, demands a simple and intuitive installation process to install

vith folders and files to provide individual apps with minimal external dependencies. Inside this, e.g., the Info.plist file
ecutable key. In the context of Tcl/Tk-based apps, this could previously be a shell script (.sh) executing the final
le that embeds both the Tcl interpreter and the application code.

re built along this concept and previously worked well without any problems now violates the operating system's
ackaged apps, build by this concept, already fails the signing process and can no longer be notarized by Apple.

It turns out that this concept is no longer accepted by the security model of the new version of Apples current desktop operating system. A new concept is needed. However,
there are already Tcl/Tk-based applications that are compatible with the current operating system and also meet the requirements for Apple's code signing and notarization

This manual is aimed at all Tcl developers creating applications for MacOS. It intends to give an insight into this currently uncommon approach, which works for both Tcl 8.6 and
9.0 and hopefully also fulfills the security requirements for Apple's future MacOS versions



https://www.little-feather.com/macos-framework/
https://gitlab.com/little-feather/macos-framework.git
https://www.little-feather.com/macos-framework/

1 - Build Tcl/Tk Framework
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2 - Build Application Bundle
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3.1 - Codesigning & .zip for Notarization

./buildApp__B__createZip.sh ‘

* otool

REPO_Dir=$(pwd) ... displays specified parts of object files or libraries.

APP_Name="myApp"

cp -Rf ${APP_Name}.app ./build/${APP_Name}.app * vtool

tool —show-build ./build/${APP_Name} R ... displays and edits build and source version numbers
vtool -show-build ./bui _Name}.app/Contents/Mac is ; ) :

otool -L ./build/${APP_Name} .app/Contents/Mac0S/Wish embedded in the Mach-O(3) file format.

xattr -cr ./build/${APP_Name}.app o xattr

... display and manipulate extended attributes of one or

python3 -mmacholib standalone ./build/${APP_Name}.app more files, including directories and symbolic links.

tkmver=$(echo $(1s -1 ${APP_Name}.app/Contents/Frameworks/Tk.framework/Versions/Current) | awk -F ' — ' '{print $2}')

* python -mmacholib
rm -rf ./build/${APP_Name}.app/Contents/Frameworks/Tcl.framework/Versions/${tkmver}/Resources/Documentation ... can be used to analyze and edit Mach-O headers
rm -rf ./build/${APP_Name}.app/Contents/Frameworks/Tk.framework/Versions/${tkmver}/Resources/Documentation

find ./build/${APP_Name}.app -name "=*.a" -exec rm -rf {} \; * codesign unlock-keychain
find ./build/${APP_Name}.app -name "*debug" —-exec rm -rf {} \; ... access Developer-ID

find ./build/${APP_Name}.app -name "*.sh" -exec rm -rf {} \;

rm -rf ./build/${APP_Name}.app/Contents/Frameworks/Tk.framework/Versions/${tkmver}/Resources/Wish.app ’ COdeSIQn . -

rm -rf "./build/${APP_Name}.app/Contents/Frameworks/Tk.framework/Versions/${tkmver}/Resources/Wish Shell.app" ... codesigning utility
security unlock-keychain login.keychain o ditto

find ./build/${APP_Name}.app ~type £ -name "x.bundle" —exec \ ... dopy directory hierarchies, create and extract archives

codesign --verbose -f
.
codesign --verbose —-f ... ./build/${APP_Name}.app/Contents/Frameworks/Tk.framework/Versions/Current
codesign --verbose —f ... ./build/${APP_Name}.app/Contents/Frameworks/Tcl.framework/Versions/Current
codesign --deep --verbose=2 ... \

--options runtime \
--entitlements ${REPO_Dir}/sources/entitlements.plist \
./build/${APP_Name} . app

/usr/bin/ditto -c -k --keepParent ./${APP_Name}.app ../${APP_Name}.app.zip
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3.2 - Upload App.zip for Notarization

ity assessment policy subsystem
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3.3 - Staple Ticket to App and create Diskimage

security assessment policy subsystem

... create and manipulate disk images
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Result

distributable App

[ NN [) myApp-8.6
https:/iwww.little-feather.com/ & myApp-8.6> 2 myAcy J

https://lwww.little-feather.com/macos-framework/

https://lwww.little-feather.com/starkit-app/

myApp.app @ myApp-8.6.dmg

https://gitlab.com/little-feather/macos-framework.qgit

https://gitlab.com/little-feather/starkit-app.git
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https://www.little-feather.com/
https://www.little-feather.com/macos-framework/
https://www.little-feather.com/starkit-app/
https://gitlab.com/little-feather/macos-framework.git
https://gitlab.com/little-feather/starkit-app.git

Questions ??7?
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